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BlackSquare Technologies
GSA Price Sheet (Pricing valid through 9-30-2018)

GENERAL PURPOSE COMMERCIAL INFORMATION TECHNOLOGY
EQUIPMENT, SOFTWARE, AND SERVICES GSA Schedule GS-35F-
0311R FSC Group 70 FSC Class 70 Contract Period: 02-FEB-2005
through 02-FEB-2020 Awarded Special Item Numbers (SIN): 132-8

Supplier: BlackSquare Technologies, LLC

Product Family & Description:
Enigma is both transparent to the operating systems and is independent of the OS while
performing encrypt or decrypt operations.

= Enigma may be used on any WIN or MAC computer, notebook or tablet with an active

USB port, and has been designed for non-classified usage.

Enigma is a patented, manageable hardware encryption and key management product.

Enigma has been designed around USB protocols, and is a removable IT device.

Enigma is a two-factor authentication (2FA) device.

Enigma allows a user to ‘change passwords’ which are used to encrypt data (suitable for

managing confidential data for multiple clients).

= Enigma has been certified as FIPS140-2 compliant.

= Enigma may look like a USB thumb drive but does NOT store data. A USB storage
device (Thumb drive, Backup or external drives) must be connected to Enigma to
initialize and authenticate to the tool.

= Enigma does NOT have a back door.

= PLEASE RECORD YOUR PASSWORDS

Once the user has authenticated to Enigma, he/she may access data on the computer’s hard
drive; on an external backup or USB storage device; on a NAS storage or a Server or a
Container, or, in ANY cloud based application (including government approved cloud solutions).
For more information, please refer to the illustrations in this document.

Model Type:
Enigma SMB USB patented, manageable hardware encryption and key management IT device.

Part number & explanation:
See part numbers below. If you have any questions, please consult with our client support
experts at info@blacksguaretechnologies.com, or call 303-915-4164 for immediate support.

Base product:
BlackSquare Enigma USB Small & Medium Business device with 1-year subscription included
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Product Description:

Transparent to WIN and MAC operating systems for all computers, notebooks and
tablets with accessible USB ports.

Enigma SMB units may be used to create a ‘trusted user network’ where each user may
have knowledge of a password which has been shared with other users in that network.
Performs all encrypt and decrypt operations independent of the operating system

e FIPS 140-2 level 2 certification, AES 256 CBC mode.

o CHANGE PASSWORD feature allows user(s) to create another password to manage
unique files.

¢ WRITE PROTECT features (2) allow the protection of downstream USB SSD storage
device's Master Boot Record (MBR) to prevent multiple forms of attack (Enigma may be
engaged as a firewall).

e Simple to set up and use in less than 2 minutes.

¢ Enigma does not have a ‘back door’.

e All units come with a 1-year subscription for updates to our WIN and MAC features: we
are always improving Enigma. Additional years are optional at $30 per user per year.

o We offer several ‘how to’ videos at this link:
http://blacksquaretechnologies.com/fagsvideos/
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GSA preferred pricing

List price: $169.95 (includes Enigma, mousepad, 1 year subscription for WIN and MAC
updates)

1 - 100 units

GSA pricing for 1 — 100 units:

Enigma SMB product + subscription Part number Price
Enigma + 1 yr subscription BKSQ-SMB-001-1.50 $135.00
Enigma + 2 yr subscription BKSQ-SMB-002-1.50 $183.00
Enigma + 3 yr subscription BKSQ-SMB-003-1.50 $213.00

GSA coupon code (use on our website): BKSQ-GSA100

101 — 250 units
GSA pricing for 101 — 250 units:

Enigma SMB product + subscription Part number Price

Enigma + 1 yr subscription BKSQ-SMB-001-101.250  $127.00
Enigma + 2 yr subscription BKSQ-SMB-002-101.250 $157.00
Enigma + 3 yr subscription BKSQ-SMB-003-101.250 $187.00

GSA coupon code (use on our website): BKSQ-GSA250

251 - 500 units
GSA pricing for 251 - 500 units

Enigma SMB product + subscription Part number Price

Enigma + 1 yr subscription BKSQ-SMB-001-251-500  $122.00
Enigma + 2 yr subscription BKSQ-SMB-002-251.250 $152.00
Enigma + 3 yr subscription BKSQ-SMB-003-251.250 $182.00

GSA coupon code (use on our website): BKSQ-GSA500

Warranty:
BlackSquare warrants each Enigma device to be compatible with WIN and MAC computers,
notebooks, and tablets with active USB ports for one year from date of purchase.

If a unit is lost or stolen or misplaced, that unit must be replaced; there is no warranty express or
implied on the lost or stolen unit. BlackSquare will warrant the replacement unit(s) from the date
of replacement for one year.
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Delivery time frame:
Shipping will occur within three (3) days of purchase order/payment (purchase via credit card
may be made via our online web site at the Buy Now tab).

Credit card purchase:

Use the site below and select the number of units you are ordering.

To purchase online, contact us first by phone or email to provide number of units and
shipping address(es). We will then provide you the total cost for the order and a GSA coupon
code to complete the purchase on our site.

www.blacksquaretechnologies.com/buy-now/

e Click on Add to cart then select number of units
¢ Insert coupon code (to be provided)
e Taxes will be added if sale occurs in Colorado

Shipping: If ordering multiple units, please contact client support so we can provide you
accurate shipping costs. We ship via USPS with tracking number and insurance unless
otherwise instructed.

Weight per unit with retail packaging (grams): 60

Dimensions in retail package (mm): 208L x 33W x 93H
Enigma product dimensions (mm):  21L x 10W x 35H
Hardware manufactured by: Taiwan Semiconductor, Taiwan, ROC

Software & firmware developer:
Developed, tested and built in the USA by BlackSquare Technologies in Colorado

Final assembly point of origin: Colorado
Products are built and shipped from our offices in Colorado

BlackSquare SPOC contact information:

Robert Fleming, President, BlackSquare Technologies
306 Baker Lane

Erie, CO 80516

303-915-4164

For additional information, including technical data, testimonials, and videos on how to
set up and implement Enigma, please visit www.blacksquaretechnologies.com

Page 4 of 5 BlackSquare Technologies LLC 10/11/2017
GSA Price Schedule-valid thru 09.30.2017


http://www.blacksquaretechnologies.com/buy-now/
http://www.blacksquaretechnologies.com/

5
Q
A
[}
2
%

TECHNOLOGIES'  If jt’s important, encrypt it™
Best regards,
Robert Fleming, President

BlackSquare Technologies
info@blacksquaretechnologies.com

www.blacksquaretechnologies.com
303-915-4164

If it’s important, encrypt it™
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